
 

 

 

10 November 2025 

 

Chong Hing Bank Detects Fraudulent Websites 

 

Chong Hing Bank would like to alert members of the public to the following fraudulent websites: 

 

hxxps[:]//carousell-hk[.]ebuydirect[.]shop/login/338YL417OR625S3630661 

hxxps[:]//carousell-hk[.]ebuydirect[.]shop/login/246SL317DA625M3670587 

hxxps[:]//carousell-hk[.]ebuydirect[.]shop/login/362QI617RY625L3702270 

hxxps[:]//carousell-hk[.]ebuydirect[.]shop/login/230BH117ZJ625P3756279 

hxxps[:]//carousell-hk[.]ebuydirect[.]shop/login/385WF617MA625Y3788037 

hxxps[:]//carousell-hk[.]ebuydirect[.]shop/login/104EC717TJ625M376036 

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/296XZ917AR626D2330784 

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/224NU917LR626N2370218 

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/366AN617SS626S2402680 

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/380PW317MJ626L2456470 

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/106GI917JT626Q2489332 

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/254OB817FU626B2532477 

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/338GE717EP626G2568416 

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/394ND117IN627S1014461 

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/330EC517QM627K1053891  

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/358PO817UT627C1085336  

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/137LX217LN627A1126754  

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/265JP617DG627N1187716  

hxxps[:]//carousell-hk[.]ladirect[.]shop/login/347MC717YN627T1222829 

 

Chong Hing Bank hereby clarifies that it has no connection with the websites involved. The Bank 

will report the case to the Hong Kong Monetary Authority. 

 

Anyone who has provided personal information to or has conducted any transactions through the 

above-mentioned websites should contact the Bank’s Customer Services Hotline at (852) 3768 6888 

and the Police. 

 

The official website of Chong Hing Bank in Hong Kong is www.chbank.com. Customers are 

reminded to visit the Bank’s official website if they want to access the Bank’s Internet Banking 

Services. For the security information of the Bank’s Internet Banking, please browse  

https://www.chbank.com/en/personal/service-channels/internet-banking/security/index.shtml. 
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