
 

 

 

12 January 2026 

 

Chong Hing Bank Detects Fraudulent Websites 

 

Chong Hing Bank would like to alert members of the public to the following fraudulent websites: 

 

hxxps[:]//carousell-hk[.]nokton[.]shop/login/348HG117NA681X5446654 

hxxps[:]//carousell-hk[.]nokton[.]shop/login/262UX317IN681P2090557 

hxxps[:]//carousell-hk[.]nokton[.]shop/login/279VF217UW681W5443991 

hxxps[:]//carousell-hk[.]nokton[.]shop/login/149QD717JF681I5445169 

hxxps[:]//carousell-hk[.]nokton[.]shop/login/316WB617UF681Y5444898 

hxxps[:]//carousell-hk[.]nokton[.]shop/login/269JB017FX681K5444249 

hxxps[:]//carousell-hk[.]nokton[.]shop/login/201HH917LL681D5443596 

hxxps[:]//carousell-hk[.]nokton[.]shop/login/163KY117PJ680Z6963815 

hxxps[:]//carousell-hk[.]nokton[.]shop/login/395DW517GW680A6960087  

hxxps[:]//carousell-hk[.]nokton[.]shop/login/345UL417JS680A6969366  

hxxps[:]//carousell[.]fps-hk-hk[.]click/merchant/bank-confirm/chb/603182794 

hxxps[:]//carousell-hk[.]nokton[.]shop/login/227HZ517NL680Q6960847  

hxxps[:]//carousell-hk[.]nokton[.]shop/login/356CN517OT680A6973337  

hxxps[:]//carousell-hk[.]nokton[.]shop/login/177VX417MS680T6962436  

hxxps[:]//carousell[.]fps-hk-hk[.]click/merchant/bank-confirm/chb/793979240  

hxxps[:]//carousell-hk[.]benokoyo[.]shop/login/349HK817TU679D8979588 

hxxps[:]//carousell-hk[.]benokoyo[.]shop/login/172GK517DX679U8981299 

 

Chong Hing Bank hereby clarifies that it has no connection with the websites involved. The Bank 

will report the case to the Hong Kong Monetary Authority. 

 

Anyone who has provided personal information to or has conducted any transactions through the 

above-mentioned websites should contact the Bank’s Customer Services Hotline at (852) 3768 6888 

and the Police. 

 

The official website of Chong Hing Bank in Hong Kong is www.chbank.com. Customers are 

reminded to visit the Bank’s official website if they want to access the Bank’s Internet Banking 

Services. For the security information of the Bank’s Internet Banking, please browse  

https://www.chbank.com/en/personal/service-channels/internet-banking/security/index.shtml. 
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